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Should we believe everything we see?



NASA Sun, Space & Scream & 2
@NASASun
Say cheese! k¥

Today, NASA’s Solar Dynamics Observatory caught the
Sun "smiling." Seen in ultraviolet light, these dark
patches on the Sun are known as coronal holes and
are regions where fast solar wind gushes out into
space.

Fascinating
@fasclnate

High winds at the perfect time of day created a
previously undocumented 2,400-foot rainbow
waterfall in Yosemite National Park

AN .
From Amazing Nature

9:56 PM - Oct 21, 2022 - Twitter Web App

Le Média Positif 3¢ &
@LMPositif

== EN Inde, dans le parc national de Keoladeo, une
impressionnante photographie a été prise d’une
antilope et d’une grue antigone. Une scene qui fait
penser a la célébre créature fantastique Pégase | @

8 Jagdeep Rajput

Translate Tweet

o Jagdeep Rajp

ENS Paris-Saclay

PN @ENS_ParisSaclay

No one showed up at #TinasPhdDefense, maybe
because of the problems with the #RERB line?

@ Telegraph Breaking News &
@TelegraphNews

Fake images of Parkland shooting survivor Emma
Gonzalez tearing up US constitution spread on social
media

Che Telegraph

telegraph.co.uk
Fake images of Parkland shooting survivor Emma Gonzalez tearing up US const...

Faked images showing the Parkland school shooting survivor Emma Gonzalez
tearing up the US constitution have emerged on social media.

12:45 PM - Mar 26, 2018 - dlvr.it

Le Parisien | Paris {2
@LeParisien_75

VIDEO. 76 platanes coupés a Paris, les riverains en
coléere: «Pour qu’un arbre pousse, il faut du temps»
|.leparisien.fr/9R3H

Translate Tweet

L IR PR

o g sy Sl
\". (‘
£ o - .’m-

4:00 PM - Nov 8, 2022 - Twitter Web App

1:43 PM - Apr 28, 2022 - Nonli



Why forge an image?
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Why forge an image?
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Disinformation: image taken out of context
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Original image
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Image tampering: erasing
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Image tampering: duplicating
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Image tampering: splicing
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What tools do we easily have access to?

* Our eyes and brain: forgeries are made to be believable!
* The image file, but there are no EXIF metadatal

* Image reverse search on the Internet.
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What can we do?



Reconstruct the digital history of an image.
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Image processing pipeline
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Image forensics



Image forgery detection

Ghost  Splicebuster  CAGI ManTraNet Noiseprint  Comprint

Markos Zampoglou, Symeon Papadopoulos, and Yiannis Kompatsiaris. “Large-scale evaluation of splicing localization algorithms for web images”. In: Multimedia Tools and Applications 76.4 (2017).
Cozzolino, Davide, and Luisa Verdoliva. "Noiseprint: a CNN-based camera model fingerprint." IEEE Transactions on Information Forensics and Security 15 (2019): 144-159.
Mareen, Hannes, et al. "Comprint: Image Forgery Detection and Localization using Compression Fingerprints.” (2022)
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Image forgery detection
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Image forgery detection

input DCT BLK DQ Ghost  Splicebuster CAGI ManTraNet Noiseprint  Comprint

35



mage forgery detection
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Short survey among AFP fact-checkers during the Envisu4 project

How often do you need to verify an image with respect to its authenticity ? How much time do you typically spend on the verification of an image ?
62 responses 62 responses

@ Daily @ up to a few minutes
@ Weekly @ several minutes
¢ Monthly ¢ more than 15 minutes

@ Once in a blue moon @ more than one hour

* The tools are “interesting” and “attractive”, but they are also “difficult to use”.

* They wish “more explanation”, “less false positives” and “interpretability”.

"It’s a bit hard to understand and therefore not as useful as it could be.” - AFP journalist

39



What do we propose?

Automatic task-based algorithms with controlled false alarms.
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Image processing pipeline
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Contribution of this thesis

* Local JPEG Grid Detection via Blocking Artifacts (GOD)

Automatic JPEG grid detection with controlled false alarms, and its image forensic applications. T. Nikoukhah, R. Grompone von
Gioi, M. Colom, and J.-M. Morel. IEEE Conference on Multimedia Information Processing and Retrieval (MIPR), 2018.

Local JPEG Grid Detector via Blocking Artifacts, a Forgery Detection Tool. T. Nikoukhah, M. Colom, J.-M. Morel, and R. Grompone
von Gioi. Image Processing On Line, 2020.

* Reliable Quantization Table Estimation (Qtable)

A Reliable JPEG Quantization Table Estimator. 1. Nikoukhah, M. Colom, J.-M. Morel, and R. Grompone von Gioi. Image Processing On
Line, 2022.

* Simple JPEG Grid Origin Detection (SimpleGOD)
Détection de grille JPEG par compression simulée. T. Nikoukhah, M. Colom, J.-M. Morel, and R. Grompone von Gioi. GRETSI, 2019.

* Local JPEG Grid Detection via the DCT zeros (ZERO)

JPEG grid detection based on the number of DCT zeros and its application to automatic and localized forgery detection. T.

Nikoukhah, J. Anger, T. Ehret, M. Colom, J.-M. Morel, and R. Grompone von Gioi. IEEE/CVF Conference on Computer Vision and Pattern
Recognition Workshops (CVPRw), 2019.

ZERO: a Local JPEG Grid Origin Detector Based on the Number of DCT Zeros and its Applications in Image Forensics. T.
Nikoukhah, J. Anger, M. Colom, J.-M. Morel, and R. Grompone von Gioi. Image Processing On Line, 2021.

* Non-Semantic Evaluation of Image Forensic Tools (Trace database)

Non-Semantic Evaluation of Image Forensics Tools: Methodology and Database. Q. Bammey, T. Nikoukhah, M. Gardella, R.
Grompone von Gioi, M. Colom, and J.-M. Morel. IEEE/CVF Winter Conference on Applications of Computer Vision (WACV), 2022.
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Contribution of this thesis

* Local JPEG Grid Detection via the DCT zeros (ZERO)

JPEG grid detection based on the number of DCT zeros and its application to automatic and localized forgery detection. T.

Nikoukhah, J. Anger, T. Ehret, M. Colom, J.-M. Morel, and R. Grompone von Gioi. IEEE/CVF Conference on Computer Vision and Pattern
Recognition Workshops (CVPRw), 2019.

ZERO: a Local JPEG Grid Origin Detector Based on the Number of DCT Zeros and its Applications in Image Forensics. T.
Nikoukhah, J. Anger, M. Colom, J.-M. Morel, and R. Grompone von Gioi. Image Processing On Line, 2021.

* Non-Semantic Evaluation of Image Forensic Tools (Trace database)

Non-Semantic Evaluation of Image Forensics Tools: Methodology and Database. Q. Bammey, T. Nikoukhah, M. Gardella, R.
Grompone von Gioi, M. Colom, and J.-M. Morel. IEEE/CVF Winter Conference on Applications of Computer Vision (WACV), 2022.
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JPEG compression pipeline
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JPEG compression pipeline
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JPEG compression pipeline

16

Quantization table

11

10: 1624 40 51 : 61

12

12

14:19:26 58 60 : 55

14

13

16:24:40 57 69 56

14

17

22 29 :51:87 80 62

18

22

37 56 68 :109:103; 77

24

35

5564 81104 113 92

49

64

/78 1 87 :103.121:120:101

72

1

a
(%)
)
Oy

)

(%)
5
(%)
)
9
&)

)

G
(%)
o
Q)
a)
5 )
%)
»

Quantized DCT coefficients

92

95:98 112:100:.103: 99
102 -33 -58 35 58 -51 15 -12

5 34 49 18 27 1 -5 3
46 14 80 -35 -50 19 7 -18
Quantization 53 21 34 20 2 34 36 12
[L] 3 5 9 5 3215 45 37
¢ 8 15 -16 7 -8 11 4 7

19 28 2 26 -2 7 -44 -21

18 25 -12 -44 35 48 -37 -3

DCT coefficients

50



JPEG compression quality
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Forged image from @GuillaumeTC Intermediate step Detection result
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Z ERO

- Has the image undergone JPEG compression?
- What is the grid origin?
- Are there any anomalies in the JPEG grid of the image?
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JPEG blocking artifact

JPEG grid origin Each pixel votes for a grid origin

(0,0)

(1,0) (1,1)
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JPEG compression puts values to zero
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95

98

112
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103

99

Quantization

[ ]

102 -33 -58 35 58 -51 15 -12
5 -34 49 18 27 1 -5 3
-46 14 80 -35-50 19 7 -18
-53 21 34 -20 2 34 36 12
9 -2 9 -5 -32-15 45 37
-8 1516 7 -8 11 4 7
19 -28 -2 -26 -2 7 -44 -21
18 25 -12 -44 35 48 -37 -3

DCT coefficients

55

Quantized DCT blocks

7

586 -3 6 -1 0 1 -1 1
-155 -1 8 0 0 0 1
301 6 0 0 0 0 O
- -7 0 0 0 -1 0 O
-14-18 1 0 0 0 O O
-20-14 0 0 0 0 O O
200 0 0 0 0 O O
O 0 010 0 O O

Compressed correct position

580 3 6 -3 0 2 -2 0
166 0 4 -1 0 -2 -2
32 -1 4 -4 -1 1 20

4 -9 4 1 -1 -2 -40
1215 4 3 -2 -3 -1 -1
21117 3 -2 -4 -1 1
235 8 2 1 2 -1 0
6 7 2 2 0 -1 0 1
Uncompressed

641 -6 -15 1 -1 3 4

-34 -2 3 0 3 -1 -3 0
-151 4 2 -2 -3 2 -2
-7 3 4 -1 1 1 -1 2
2 0 4 -1 -2 4 0 -2
6 4 2 -3 1 -2 1 -1
4 2 1 -2 0 2 0 -1
3 1 -1 0 0 2 0 O

Compressed wrong position



Compressed (Q=99)

Uncompressed Compressed (Q=50) Compressed (Q=80)
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Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example.
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Compressed (Q=99)

Uncompressed Compressed (Q=50) Compressed (Q=80)
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Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example.
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Uncompressed Compressed (Q=99)
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Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example.
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How to decide?



A contrario validation

Given a window of an image, is the most voted grid significant?

We need to assess the probability that a given grid origin gets a
larger number of votes purely by chance.

For who did this window vote?
Is the vote significant?

60

Laplace’s principle of indifference: In absence of JPEG
compression, each of the 64 blocks containing a given pixel
would have the same chance of being the one with the largest

number of zeros.

Vote map

Votes are correlated within a distance of 8 pixels, and
uncorrelated for pixels at distance larger than 8.

We define a stochastic null model H for votes at distance 8 in
which votes are independent and uniformly distributed among all

the 64 grid origins.



A contrario validation

Given a window w , k votes are counted for a candidate grid origin among n votes. Under Hy, votes for the grid g become a Bernoulli
random variable K with probabilityp = 1/64 .

P(K = k) = Bl kp) = Y (7 )/ (1= )

J=k

Following the a contrario methodology, the multiplicity of tests /Nt is taken into account, where Ny = XY - XY - 64 -64.

Then, the Number of False Alarms ( NFA) is defined a
NFA(g, w) = Ny P(K > k)

A JPEG grid is detected when NFA < 1.

Desolneux, Agnes, Lionel Moisan, and Jean-Michel Morel. From gestalt theory to image analysis: a probabilistic approach. Vol. 34. Springer Science & Business Media, 2007.

61



Compressed (Q=99)

Uncompressed Compressed (Q=50) Compressed (Q=80)
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Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example.
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Uncompressed Compressed (Q=50) Compressed (Q=99)

NO JPEG TRACES
DETECTED

JPEG image with origin (0,0) JPEG image with origin (0,0) JPEG image with origin (0,0)
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How to detect forgeries?



The impact of forgery on the JPEG grid

=l
w v

Authentic Cropped Shifted Missing

1. Global grid detection
2. Local foreign grid detection

3. Local missing grid detection
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a crop detector

ZERO

Main grid (0,0)
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ZERO: a crop detector

P

Main grid (6,6)
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ZERO: A local foreign grid origin detector

Original

Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example.
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ZERO: A local foreign grid origin detector

Original

- — _

Raw forgery maps
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ZERO: A local foreign grid origin detector

Original

Final forgery mask
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ZERO: A local missing grid origin detector

Original

Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example.
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ZERO: A local missing grid origin detector

Original

Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example or a pixel that already voted.
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ZERO: A local missing grid origin detector

Original Forged

Final forgery mask
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1. Global grid detection and main grid detection

75

Main grid (0,0)
JPEG image

Main grid (0,0)
JPEG image

Main grid (0,0)
JPEG image
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Global grid detection




Global grid detection
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Image processing pipeline

acqmsmon

+EXIF

JPEG
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JPEG
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JPEG
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0 Photoshop is my life @
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Can you detect these forgeries? #TinasPhdDefense
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Forged image
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Forgery detection
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Limitations: 1/64

Forged image from FAU dataset Vote map Detection result
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Limitations: uncompressed images

Uncompressed forged image Mask
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NO JPEG TRACES Splicebuster

DETECTED

Zero

ManTraNet Noiseprint Comprint
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How to know what methods aim at detecting?



Trace database: A new methodology to evaluate, understand and improve forensic tools

two different processing pipelines + a mask

raw image forged image
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Complementarity of the methods

raw image mask

Noise level CFA grid  CFA algorithm JPEG grid JPEG quality Hybrid

Splicebuster

ZERO

:
Noiseprint

ManTraNet

Self-Consistency “




Complementarity of the methods
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Complementarity of the methods
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Complementarity of the methods
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Complementarity of the methods

#Groisonsles @Guillaumélc

Forged image from @GuillaumeTC Vote map
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#I:rnisnnsles @GuillaumeTC

Main grid (0,0)
JPEG image

Ghost Splicebuster
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ManTraNet Noiseprint Comprint
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Complementarity of the methods
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Complementarity of the methods
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Forged image from @GuillaumeTC Detection result
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Complementarity of the methods

“'w Ly Y | | - 1 W b ¥ g g L X - L & -] g g 4 1 (& . [ L2 =1 N L i 2 |} i
= = ]

I 7‘-‘ _‘}-"‘. = _\v_ 5
. = L'.:?:_ﬂ I?. j__if"» i 7‘.
! I

@
d

. ‘-.-.'cf'?'.':fl‘-‘

Rk Bt

#Groisonsles @GuillaumeTG

Forged image from @GuillaumeTC

103



Complementarity of the methods

Forged image from @GuillaumeTC Detection result

#Croisonsles @GuillaumeTG
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Complementarity of the methods
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Complementarity of the methods

Forged image Detection result
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How to use these tools?



The InVID-WeVerify plug-in

r N
| NON W tinasphddefense - Twitter Sea: X 4 v
& C O @& twitter.com/Pashm_ina/status/1586475081911238656/photo/1 T h % @2 D0 :

% Bookmarks M Inbox - tina.nikouk... ﬂ Ben @ Library Genesis § [POL Developmen... & Scihub -';" La cave Slack 4 Google Scholar m journals and confe... :¥® InVID Verification... X ADUM » 5 Other Bookmarks
Q ® Pashm @
S @Pashm_ina

Can you detect these
forgeries? #TinasPhdDefense

11:48 PM - Oct 29, 2022 - Twitter Web App

O 1l v 2

'-3 Tweet your reply

Save Image As...

Copy Image

Copy Image Address

Create QR code for this Image
Search image with Google Lens

" AdGuard AdBlocker

-+ Fake news debunker by InVID WeVerify >
@ Windscribe - Free Proxy and Ad Blocker >

Open with assistant
Open with OCR
Image Magnifier

Image Forensic

Image Reverse Search - ALL

Inspect

Image Reverse Search - DBKF (beta)
Image Reverse Search - Google
Image Reverse Search - Yandex
Image Reverse Search - Bing

Image Reverse Search - Tineye
Image Reverse Search - Baidu
Image Reverse Search - Reddit
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The InVID-WeVerify plug-in

r N

InVID InVID InVID

0O W #TinasPhdDefen X | "2 InVID WeVerify P X | "2 InVID WeVerify P| X | "2 InVID WeVerify P X | "% InvID WeVerify P X | "2 InVID WeVerify P X \ "% InVID WeVerify PF X % InvID WeVerify P X =+ v

C O ® Fake news debunker by InVID & WeVerify | chrome-extension://mhccpoafgdgbhnjfhkcmgknndkeenfhe/popup.htmi#/app/tools/forensic/https%3A.. Q@ @ Y © & 22 2 % O3 @

Y Bookmarks ™ Inbox - tina.nikouk... Ben Library Genesis IPOL Developmen... Scihub 5% Lacave Slack € Google Scholar journals and confe... Ve |InVID Verification... % ADUM » Other Bookmarks
]
a®e’'® |InVID (&1 A an &3 L= ® English
VerQuai TOOLS ASSISTANT TUTORIAL DEMO CLASSROOM ABOUT
A tool
| W ForenS|C (3 Advanced tools LOGOUT
The advanced tools are unlocked
X Tools It provides an enhanced toolkit to detect image forgeries
3 Video v
This enhanced forensic toolkit aims to help you detect alterations in manipulated images. You should avoid using it with screenshots, scanned images of documents, or juxtaposed images that are in fact altered images. More filters are highlighting the same zone, more suspicious is
E] | o that particular area of the image. Please take into account that forensic filters are outlining any digital signal alteration and not only semantically manipulated artefacts (which means false positives are possible). Some complex textures or excess of luminance may also alter the signal
mage without any manipulation intention. Whenever possible, use systematically the best image resolution available (even by searching through similarity for higher resolution identical images).
Q Search v
§  Dataanalysis v Analysed Image < NEW IMAGE Filters

COMPRESSION TRACES DEEP LEARNING CLONING

| Abom -
Zero® GHOST ® CAGI®
Double Quantization DCT ® BLOCK ®
No detection Detection
@ Mouse over the filters to see a transparent mask with the results on the image.

0 Those filters detect anomalies in previous processes of creation and compression of the image. If a new element

Enhancers has been removed or added to the image, it can be detected if it has a different compression than the rest of the
image.
% Combination of multiple filters that outline in white or green-light a common area of the image.
€) Complex textures of an object or saturated areas of the photo can generate false positives.
E]Feedback
< HIDE
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The InVID-WeVerify plug-in

r N

InVID InVID InVID InVID InVID InVID

00 W #TinasPhdDefen: X | "2 InVID WeVerify P| X | ™% InVID WeVerify P X | "2 InvID WeVerify P/ X | "% InVID WeVerify P| X | "2 InVID WeVerify P X | % InVID WeVerify P\ X "% InVID WeVerify X =+ v

e

C (Y # Fake news debunker by InVID & WeVerify | chrome-extension://mhccpoafgdgbhnjfhkcmgknndkeenfhe/popup.html#/app/tools/forensic/https%3A.. @ M ¥ © & 2 2 R [3 ﬂ

% Bookmarks ™ Inbox - tina.nikouk... ﬂ Ben 6 Library Genesis . IPOL Developmen... @ Scihub ‘.' La cave Slack 4 Google Scholar m journals and confe... ¥ |nVID Verification... % ADUM » 3 Other Bookmarks
a®e'® InNVID (&) '4 A an &3 o ® English 3
VerQuai TOOLS ASSISTANT TUTORIAL DEMO CLASSROOM ABOUT
A tool
| W ForenS|C (3 Advanced tools B
The advanced tools are unlocked
LN Tools It provides an enhanced toolkit to detect image forgeries
i Video v
This enhanced forensic toolkit aims to help you detect alterations in manipulated images. You should avoid using it with screenshots, scanned images of documents, or juxtaposed images that are in fact altered images. More filters are highlighting the same zone, more suspicious is
Q | o that particular area of the image. Please take into account that forensic filters are outlining any digital signal alteration and not only semantically manipulated artefacts (which means false positives are possible). Some complex textures or excess of luminance may also alter the signal
mage without any manipulation intention. Whenever possible, use systematically the best image resolution available (even by searching through similarity for higher resolution identical images).
Q Search v
® Data analysis v Analysed Image < NEW IMAGE Filters ®
COMPRESSION TRACES DEEP LEARNING CLONING
| Abom -
GHOST @ CAGI®
Double Quantization % DCT® BLOCK ®
No detection Detection

@ Mouse over the filters to see a transparent mask with the results on the image.

0 Those filters detect anomalies in previous processes of creation and compression of the image. If a new element
has been removed or added to the image, it can be detected if it has a different compression than the rest of the
image.

Enhancers

o

Combination of multiple filters that outline in white or green-light a common area of the image.

Q Complex textures of an object or saturated areas of the photo can generate false positives.

EI Feedback

< HIDE
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What about the future of image forgery?

‘ Stable Di B
P @Al forall

what does stable diffusion say about
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What about the future of image forgery?

r N

InVID

00 W tinasphddefense - Twitter Sea: X =+ INVID WeVerify Plugin X + v

C (Y & Fake news debunker by InVID & WeVerify | chrome-extension://mhccpoafgdgbhnjfhkcmgknndkeenfhe/popup.html#/app/tools/forensic/https%3A.. @ @ Y © & =2 2 % [3 @ :
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vVerQuai TOOLS ASSISTANT TUTORIAL DEMO CLASSROOM ABOUT

The advanced tools are unlocked

|W ForenSIC (A Advanced tools @

LN Tools It provides an enhanced toolkit to detect image forgeries
3 Video v
This enhanced forensic toolkit aims to help you detect alterations in manipulated images. You should avoid using it with screenshots, scanned images of documents, or juxtaposed images that are in fact altered images. More filters are highlighting the same zone, more suspicious is
[;] | o that particular area of the image. Please take into account that forensic filters are outlining any digital signal alteration and not only semantically manipulated artefacts (which means false positives are possible). Some complex textures or excess of luminance may also alter the signal
mage without any manipulation intention. Whenever possible, use systematically the best image resolution available (even by searching through similarity for higher resolution identical images).
Q Search v
s Data analysis v Analysed Image NEW IMAGE Filters
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©) About

GHOST @ CAGI®

BLOCK @

No detection Detection

Enhancers © Mouse over the filters to see a transparent mask with the results on the image.

0 Those filters detect anomalies in previous processes of creation and compression of the image. If a new element
has been removed or added to the image, it can be detected if it has a different compression than the rest of the
image.

&

Combination of multiple filters that outline in white or green-light a common area of the image.

e ’ ' Q Complex textures of an object or saturated areas of the photo can generate false positives.
Error Level Analysis (2) Laplacian () Median Noise (2)

E_'l Feedback
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Contribution of this thesis

* Local JPEG Grid Detection via Blocking Artifacts (GOD)

Automatic JPEG grid detection with controlled false alarms, and its image forensic applications. T. Nikoukhah, R. Grompone von
Gioi, M. Colom, and J.-M. Morel. IEEE Conference on Multimedia Information Processing and Retrieval (MIPR), 2018.

Local JPEG Grid Detector via Blocking Artifacts, a Forgery Detection Tool. T. Nikoukhah, M. Colom, J.-M. Morel, and R. Grompone
von Gioi. Image Processing On Line, 2020.

* Reliable Quantization Table Estimation (Qtable)

A Reliable JPEG Quantization Table Estimator. 1. Nikoukhah, M. Colom, J.-M. Morel, and R. Grompone von Gioi. Image Processing On
Line, 2022.

* Simple JPEG Grid Origin Detection (SimpleGOD)
Détection de grille JPEG par compression simulée. T. Nikoukhah, M. Colom, J.-M. Morel, and R. Grompone von Gioi. GRETSI, 2019.

* Local JPEG Grid Detection via the DCT zeros (ZERO)

JPEG grid detection based on the number of DCT zeros and its application to automatic and localized forgery detection. T.

Nikoukhah, J. Anger, T. Ehret, M. Colom, J.-M. Morel, and R. Grompone von Gioi. IEEE/CVF Conference on Computer Vision and Pattern
Recognition Workshops (CVPRw), 2019.

ZERO: a Local JPEG Grid Origin Detector Based on the Number of DCT Zeros and its Applications in Image Forensics. T.
Nikoukhah, J. Anger, M. Colom, J.-M. Morel, and R. Grompone von Gioi. Image Processing On Line, 2021.

* Non-Semantic Evaluation of Image Forensic Tools (Trace database)

Non-Semantic Evaluation of Image Forensics Tools: Methodology and Database. Q. Bammey, T. Nikoukhah, M. Gardella, R.
Grompone von Gioi, M. Colom, and J.-M. Morel. IEEE/CVF Winter Conference on Applications of Computer Vision (WACV), 2022.
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Contribution of this thesis

The improvement of JPEG forensics approaches by
controlling the false detections.

* Simple JPEG Grid Origin Detection (SimpleGOD)
Détection de grille JPEG par compression simulée. T. Nikoukhah, M. Colom, J.-M. Morel, and R. Grompone von Gioi. GRETSI, 2019.

* Local JPEG Grid Detection via the DCT zeros (ZERO)

JPEG grid detection based on the number of DCT zeros and its application to automatic and localized forgery detection. T.

Nikoukhah, J. Anger, T. Ehret, M. Colom, J.-M. Morel, and R. Grompone von Gioi. IEEE/CVF Conference on Computer Vision and Pattern
Recognition Workshops (CVPRw), 2019.

ZERO: a Local JPEG Grid Origin Detector Based on the Number of DCT Zeros and its Applications in Image Forensics. T.
Nikoukhah, J. Anger, M. Colom, J.-M. Morel, and R. Grompone von Gioi. Image Processing On Line, 2021.

* Non-Semantic Evaluation of Image Forensic Tools (Trace database)

Non-Semantic Evaluation of Image Forensics Tools: Methodology and Database. Q. Bammey, T. Nikoukhah, M. Gardella, R.
Grompone von Gioi, M. Colom, and J.-M. Morel. IEEE/CVF Winter Conference on Applications of Computer Vision (WACV), 2022.
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Contribution of this thesis

The improvement of JPEG forensics approaches by
controlling the false detections.

Reverse engineering the compression of an image.

* Local JPEG Grid Detection via the DCT zeros (ZERO)

JPEG grid detection based on the number of DCT zeros and its application to automatic and localized forgery detection. T.

Nikoukhah, J. Anger, T. Ehret, M. Colom, J.-M. Morel, and R. Grompone von Gioi. IEEE/CVF Conference on Computer Vision and Pattern
Recognition Workshops (CVPRw), 2019.

ZERO: a Local JPEG Grid Origin Detector Based on the Number of DCT Zeros and its Applications in Image Forensics. T.
Nikoukhah, J. Anger, M. Colom, J.-M. Morel, and R. Grompone von Gioi. Image Processing On Line, 2021.

* Non-Semantic Evaluation of Image Forensic Tools (Trace database)

Non-Semantic Evaluation of Image Forensics Tools: Methodology and Database. Q. Bammey, T. Nikoukhah, M. Gardella, R.
Grompone von Gioi, M. Colom, and J.-M. Morel. IEEE/CVF Winter Conference on Applications of Computer Vision (WACV), 2022.
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Contribution of this thesis

The improvement of JPEG forensics approaches by
controlling the false detections.

Reverse engineering the compression of an image.

The introduction of a new automatic JPEG GRID-based
forgery detection method, called ZERO.

* Non-Semantic Evaluation of Image Forensic Tools (Trace database)

Non-Semantic Evaluation of Image Forensics Tools: Methodology and Database. Q. Bammey, T. Nikoukhah, M. Gardella, R.
Grompone von Gioi, M. Colom, and J.-M. Morel. IEEE/CVF Winter Conference on Applications of Computer Vision (WACV), 2022.
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Contribution of this thesis

The improvement of JPEG forensics approaches by
controlling the false detections.

Reverse engineering the compression of an image.

The introduction of a new automatic JPEG GRID-based
forgery detection method, called ZERO.

The establishment of a new non-semantic methodology to
evaluate forensic tools.
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Future lines of research

* Adapting the existing methods to the chroma channels.
* Making the method Qtable local to create a JPEG QUALITY-based forgery detection algorithm.
* Detecting resampling operations.

* Adding operations/datasets to the Trace database, such as resampling and double compression.

* New/other compression algorithms for images and video.

* Fake images generated by text-to-image diffusion models!
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JPEG Grid Detection based on the Number of DCT Zeros
and its Application to Automatic and Localized Forgery Detection
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Abstract

This work proposes a novel method for detecting
JPEG compression, as well as its grid origin, based
on counting the number of zeros in the DCT of 8 x 8
blocks. When applied locally, the same method can be
used to detect grid alignment abnormalities. It therefore
detects local image forgeries such as copy-move. The
algorithm includes a statistical validation step which gives
theoretical guarantees on the number of false alarms and
provides secure guarantees for tampering detection. The
performance of the proposed method is illustrated with
both quantitative and visual results from well-known image
databases and comparisons with state of the art methods.

1. Introduction

Image tampering is currently used massively on the web
and continuously feeds fake news [12]. This issue has
become important since digital image manipulation tools
are available to the general public. Some social networks
even allow to edit images and videos directly online.
Since these platforms (Facebook, Instagram, Snapchat, etc.)
delete all metadata for confidentiality reasons, there is
a crucial need for journalists and mass-media producers
to have access to tools for detecting forgeries from the
image itself. Several such tools are readily available
online, Fotoforensics, Forensically, Ghiro and Reveal' for
instance. These tools provide a number of “tampering
localization maps™ [26] in the form of so-called image
heat maps revealing suspicious alterations. However, those
localization maps work only as trace enhancers and do not
provide any solid proof of forgery. The result needs to be
analyzed with care and interpreted by experts. We attempt
here to fill in this gap by producing an automatic method
using the tampering traces left in the image and taking
an automatic decision about forgeries and their precise

Uhttps://fotoforensics.com,  https://29a.ch/photo-forensics.
hups://www.getghiro.org, hitp://reveal-mklab.iti.gr

Figure 1: Result of the proposed method, from top left to
bottom right: original image, forged image (input of the
method), detected forgeries, ground-truth. The fisherman
and the fishing rod have been removed. The resulting
detected mask does not require visual interpretation.

location. Indeed, even in absence of image metadata,
much information about the history of the image is still
present in the image itself. Many processes undergone
by an image leave invisible but detectable traces all over
the image. Following [2, 3, 10, 11, 12, 15, 20, 29], we
address one of the most common processes, namely the
JPEG compression. This compression leaves traces in the
form of 8 x 8 pixels blocking artifacts that produce a grid
over the image.

Here we propose an automatic and statistically founded
method for detecting the grid division of the image. The
proposed method, hereafter referred to as ZERO, performs
a global grid detection and then applies it more locally to
detect forgeries. Indeed, image splicing generally breaks
locally the original grid alignment. A locally detected
grid therefore may contradict the global grid and become
a reliable cue that a forgery took place. We evaluate
ZERO against several state of the art algorithms on publicly
available datasets. The detection does not require a human
expert’s decision as shown in Figure 1, and is associated
with theoretical guarantees.
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JPEG Grid Detection based on the Number of DCT Zeros
and its Application to Automatic and Localized Forgery Detection

T. Nikoukhah J. Anger T.Ehret M. Colom J.M.Morel R.Grompone von Gioi
CMLA, CNRS, ENS Paris-Saclay, Université Paris-Saclay

{r.il—:oul{hah, anger,ehret,colom, more

Abstract

This work proposes a novel method for detecting
JPEG compression, as well as its grid origin, based
on counting the number of zeros in the DCT of 8 x 8
blocks. When applied locally, the same method can be
used to detect grid alignment abnormalities. It therefore
detects local image forgeries such as copy-move. The
algorithm includes a statistical validation step which gives
theoretical guarantees on the number of false alarms and
provides secure guarantees for tampering detection. The
performance of the proposed method is illustrated with
both quantitative and visual results from well-known image
databases and comparisons with state of the art methods.

1. Introduction

Image tampering is currently used massively on the web
and continuously feeds fake news [12]. This issue has
become important since digital image manipulation tools
are available to the general public. Some social networks
even allow to edit images and videos directly online.
Since these platforms (Facebook, Instagram, Snapchat, etc.)
delete all metadata for confidentiality reasons, there is
a crucial need for journalists and mass-media producers
to have access to tools for detecting forgeries from the
image itself. Several such tools are readily available
online, Fotoforensics, Forensically, Ghiro and Reveal' for
instance. These tools provide a number of “tampering
localization maps” [26] in the form of so-called image
heat maps revealing suspicious alterations. However, those
localization maps work only as trace enhancers and do not
provide any solid proof of forgery. The result needs to be
analyzed with care and interpreted by experts. We attempt
here to fill in this gap by producing an automatic method
using the tampering traces left in the image and taking
an automatic decision about forgeries and their precise

Uhttps://fotoforensics.com,  https://29a.ch/photo-forensics,
htips://www.getghiro.org, hitp://reveal-mklab.iti.gr
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Figure 1: Result of the proposed method, from top left to
bottom right: original image, forged image (input of the
method), detected forgeries, ground-truth. The fisherman
and the fishing rod have been removed. The resulting
detected mask does not require visual interpretation.

location. Indeed, even in absence of image metadata,
much information about the history of the image is still
present in the image itself. Many processes undergone
by an image leave invisible but detectable traces all over
the image. Following [2, 3, 10, 11, 12, 15, 20, 29], we
address one of the most common processes, namely the
JPEG compression. This compression leaves traces in the
form of 8 x 8 pixels blocking artifacts that produce a grid
over the image.

Here we propose an automatic and statistically founded
method for detecting the grid division of the image. The
proposed method, hereafter referred to as ZERO, performs
a global grid detection and then applies it more locally to
detect forgeries. Indeed, image splicing generally breaks
locally the original grid alignment. A locally detected
grid therefore may contradict the global grid and become
a reliable cue that a forgery took place. We evaluate
ZERO against several state of the art algorithms on publicly
available datasets. The detection does not require a human
expert’s decision as shown in Figure 1, and is associated
with theoretical guarantees.
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Appendix



Local JPEG Grid Detection via Blocking Artifacts (GOD)
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Reliable Quantization Table Estimation (Qtable)
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Simple JPEG Grid Origin Detection (SimpleGOD)



Local JPEG Grid Detection via the DCT zeros (ZERO)
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Local JPEG Grid Detection via the DCT zeros (ZERO)
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Non-Semantic Evaluation of Image Forensic Tools (Trace database)
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A contrario detection:

- Automatic detection (no need for expert interpretation
- Control the rate of false positives

- Provide explainable detections: we know why we make a
detection (vs. black-box models
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Fusion

P. Charitidis, G. Kordopatis-Zilos, S. Papadopoulos and I. Kompatsiaris, "Operation-wise Attention Network for Tampering Localization Fusion," 2021 International
Conference on Content-Based Multimedia Indexing (CBMI), 2021, pp. 1-6, doi: 10.1109/CBMI150038.2021.9461920.
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Fusion

P. Charitidis, G. Kordopatis-Zilos, S. Papadopoulos and I. Kompatsiaris, "Operation-wise Attention Network for Tampering Localization Fusion," 2021 International
Conference on Content-Based Multimedia Indexing (CBMI), 2021, pp. 1-6, doi: 10.1109/CBMI150038.2021.9461920.
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Copy-move detection

T. Ehret, "Robust copy-move forgery detection by false alarms control,” 2019, arXiv 1906.00649.



https://arxiv.org/abs/1906.00649

Comprint

Mareen, Hannes, Dante Vanden Bussche, Fabrizio Guillaro, Davide Cozzolino, Glenn Van Wallendael, Peter Lambert, and Luisa Verdoliva. "Comprint: Image
Forgery Detection and Localization using Compression Fingerprints." arXiv preprint arXiv:2210.02227 (2022)




Comprint

Mareen, Hannes, Dante Vanden Bussche, Fabrizio Guillaro, Davide Cozzolino, Glenn Van Wallendael, Peter Lambert, and Luisa Verdoliva. "Comprint: Image
Forgery Detection and Localization using Compression Fingerprints." arXiv preprint arXiv:2210.02227 (2022)



Failures
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Failures

#Groisonsles @GuillaumeTC

Forged image from @GuillaumeTC
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#Croisonsles @GuillaumeTC
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Global grid is (0,0)
and foreign grid
detection

Foreign grid
detection

@GuillaumeTe

Forged image

@GuillaumeTe

Compressed version Vote map New vote map Missing grid
Q=99 detection
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Forensic B ot vanoks [

Les outils avancés sont déverrouillés

Une boite a outils améliorée pour détecter les falsifications d'images

Cette boite a outils forensic améliorée vise a vous aider a détecter des manipulations dans les images. Vous devriez éviter de I'utiliser avec des captures d'écran, des images scannées de documents ou des images juxtaposées qui, de facto, sont déja des images manipulées. Plus
de filires mettent en évidence une méme zone commune, plus suspecte est cette région particuliere de I'image. Veuillez prendre en compte que les filires forensic mettent en évidence tout type de modifications du signal numérique de I'image et pas seulement des manipulations
altérant le sens de I'image (ce qui veut dire qu'il peut y avoir des faux positifs). Certaines textures complexes ou exces de luminance peuvent également modifier le signal sans intention de manipulation. Si possible, utilisez systématiguement la meilleure résolution d'image
disponible, au besoin en faisant une recherche inversée d'image.

Filtres

COMPRESSION TRACES DEEP LEARNING CLONAGE

Zero () GHOST ®» CAGI ®

DQ & ~  bpcte BLOCK

Pas de détection Détection

#Croisonsles @GuillaumeTC 9 Passez la souris sur les filtres pour voir un masque transparent avec les résultats sur I'image.

Amplificateurs 0 Ces filtres détectent les anomalies dans les processus antérieurs de création et de compression de I'image. Si un

nouvel élément a été supprimé ou ajouté a l'image, il peut étre détecté si la zone correspondante a une
compression différente du reste de I'image.

I3 Feedback
Combinaison de plusieurs filtres qui mettent en évidence en blanc ou vert pale une zone commune de I'i =




#Croisonsiles @GuillaumeTG

#Croisonsles @GuillaumeTC
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