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What are the news of the day?
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What are the news of the day?



4

What are people talking about today?
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Should we believe everything we see?
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scientific misconduct

Why forge an image?

fake news fraud
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Why forge an image?

aesthetic reasons advertisement other
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Fake news



13

Disinformation: image taken out of context
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Original image
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Image tampering: erasing
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Image tampering: duplicating
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Image tampering: splicing
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What tools do we easily have access to?

• Our eyes and brain: forgeries are made to be believable!


• The image file, but there are no EXIF metadata!


• Image reverse search on the Internet.
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What can we do?



Reconstruct the digital history of an image. 
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Image forensics 



Image forgery detection

input DCT BLK DQ Ghost Splicebuster CAGI ManTraNet Noiseprint Comprint

Markos Zampoglou, Symeon Papadopoulos, and Yiannis Kompatsiaris. “Large-scale evaluation of splicing localization algorithms for web images”. In: Multimedia Tools and Applications 76.4 (2017). 
Cozzolino, Davide, and Luisa Verdoliva. "Noiseprint: a CNN-based camera model fingerprint." IEEE Transactions on Information Forensics and Security 15 (2019): 144-159. 
Mareen, Hannes, et al. "Comprint: Image Forgery Detection and Localization using Compression Fingerprints.” (2022)



30

Image forgery detection

input DCT BLK DQ Ghost Splicebuster CAGI ManTraNet Noiseprint Comprint
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Image forgery detection

input DCT BLK DQ Ghost Splicebuster CAGI ManTraNet Noiseprint Comprint
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Short survey among AFP fact-checkers during the Envisu4 project

• The tools are “interesting” and “attractive”, but they are also “difficult to use”. 


• They wish “more explanation”, “less false positives” and “interpretability”.

"It’s a bit hard to understand and therefore not as useful as it could be.”  - AFP journalist
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What do we propose?

Automatic task-based algorithms with controlled false alarms. 
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Contribution of this thesis
• Local JPEG Grid Detection via Blocking Artifacts (GOD) 

Automatic JPEG grid detection with controlled false alarms, and its image forensic applications. T. Nikoukhah, R. Grompone von 
Gioi, M. Colom, and J.-M. Morel. IEEE Conference on Multimedia Information Processing and Retrieval (MIPR), 2018. 
Local JPEG Grid Detector via Blocking Artifacts, a Forgery Detection Tool. T. Nikoukhah, M. Colom, J.-M. Morel, and R. Grompone 
von Gioi. Image Processing On Line, 2020.


• Reliable Quantization Table Estimation (Qtable) 
A Reliable JPEG Quantization Table Estimator. T. Nikoukhah, M. Colom, J.-M. Morel, and R. Grompone von Gioi. Image Processing On 
Line, 2022.


• Simple JPEG Grid Origin Detection (SimpleGOD) 
Détection de grille JPEG par compression simulée. T. Nikoukhah, M. Colom, J.-M. Morel, and R. Grompone von Gioi. GRETSI, 2019.


• Local JPEG Grid Detection via the DCT zeros (ZERO) 
JPEG grid detection based on the number of DCT zeros and its application to automatic and localized forgery detection. T. 
Nikoukhah, J. Anger, T. Ehret, M. Colom, J.-M. Morel, and R. Grompone von Gioi. IEEE/CVF Conference on Computer Vision and Pattern 
Recognition Workshops (CVPRw), 2019. 
ZERO: a Local JPEG Grid Origin Detector Based on the Number of DCT Zeros and its Applications in Image Forensics. T. 
Nikoukhah, J. Anger, M. Colom, J.-M. Morel, and R. Grompone von Gioi. Image Processing On Line, 2021.


• Non-Semantic Evaluation of Image Forensic Tools (Trace database) 
Non-Semantic Evaluation of Image Forensics Tools: Methodology and Database. Q. Bammey, T. Nikoukhah, M. Gardella, R. 
Grompone von Gioi, M. Colom, and J.-M. Morel. IEEE/CVF Winter Conference on Applications of Computer Vision (WACV), 2022.
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6 -3 -6 2 2 -1 0 0

0 -3 4 1 1 0 0 0

-3 1 5 -1 -1 0 0 0

-4 1 2 -1 0 0 0 0

1 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

Quantized DCT coefficients

102 -33 -58 35 58 -51 15 -12

5 -34 49 18 27 1 -5 3

-46 14 80 -35 -50 19 7 -18

-53 21 34 -20 2 34 36 12

9 -2 9 -5 -32 -15 45 37

-8 15 -16 7 -8 11 4 7

19 -28 -2 -26 -2 7 -44 -21

18 25 -12 -44 35 48 -37 -3

DCT coefficients

Quantization table

16 11 10 16 24 40 51 61

12 12 14 19 26 58 60 55

14 13 16 24 40 57 69 56

14 17 22 29 51 87 80 62

18 22 37 56 68 109 103 77

24 35 55 64 81 104 113 92

49 64 78 87 103 121 120 101

72 92 95 98 112 100 103 99

Quantization


[      ]

JPEG compression pipeline



50

6 -3 -6 2 2 -1 0 0

0 -3 4 1 1 0 0 0

-3 1 5 -1 -1 0 0 0

-4 1 2 -1 0 0 0 0

1 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

Quantized DCT coefficients

102 -33 -58 35 58 -51 15 -12

5 -34 49 18 27 1 -5 3

-46 14 80 -35 -50 19 7 -18

-53 21 34 -20 2 34 36 12

9 -2 9 -5 -32 -15 45 37

-8 15 -16 7 -8 11 4 7

19 -28 -2 -26 -2 7 -44 -21

18 25 -12 -44 35 48 -37 -3

DCT coefficients

Quantization table

16 11 10 16 24 40 51 61

12 12 14 19 26 58 60 55

14 13 16 24 40 57 69 56

14 17 22 29 51 87 80 62

18 22 37 56 68 109 103 77

24 35 55 64 81 104 113 92

49 64 78 87 103 121 120 101

72 92 95 98 112 100 103 99

Quantization


[      ]

JPEG compression pipeline



51

JPEG compression quality
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ZERO


Forged image from @GuillaumeTC Intermediate step Detection result
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ZERO


- Has the image undergone JPEG compression?

- What is the grid origin?

- Are there any anomalies in the JPEG grid of the image?
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JPEG grid origin 

(0,0)

(1,1)(1,0)

Each pixel votes for a grid origin 

JPEG blocking artifact
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589 3 6 -3 0 2 -2 0

-16 6 0 4 -1 0 -2 -2

32 -1 4 -4 -1 1 -2 0

-4 -9 4 1 -1 -2 -4 0

-12 -15 4 3 -2 -3 -1 -1

-21 -11 7 3 -2 -4 -1 1

-23 5 8 2 1 -2 -1 0

-6 7 2 2 0 -1 0 1

586 -3 6 -1 0 1 -1 1

-15 5 -1 8 0 0 0 1

30 1 6 0 0 0 0 0

-7 -7 0 0 0 -1 0 0

-14 -18 1 0 0 0 0 0

-20 -14 0 0 0 0 0 0

-20 0 0 0 0 0 0 0

0 0 0 -1 0 0 0 0

641 -6 -15 1 -1 3 4 0

-34 -2 3 0 3 -1 -3 0

-15 1 4 2 -2 -3 2 -2

-7 3 4 -1 1 1 -1 2

-2 0 -4 -1 -2 4 0 -2

6 4 2 -3 1 -2 1 -1

4 2 -1 -2 0 2 0 -1

3 1 -1 0 0 2 0 0

Uncompressed

Compressed wrong positionCompressed correct position

Quantized DCT blocks 

JPEG compression puts values to zero
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Uncompressed Compressed (Q=50)

Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example.

Compressed (Q=80) Compressed (Q=99)
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Uncompressed Compressed (Q=50)

Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example.

Compressed (Q=80) Compressed (Q=99)



Uncompressed Compressed (Q=99)
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Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example.



How to decide?



A contrario validation
Laplace’s principle of indifference: In absence of JPEG 
compression, each of the 64 blocks containing a given pixel 
would have the same chance of being the one with the largest 
number of zeros. 

We need to assess the probability that a given grid origin gets a 
larger number of votes purely by chance. 

Given a window of an image, is the most voted grid significant?

60

For who did this window vote?
Is the vote significant?

We define a stochastic null model H0 for votes at distance 8 in 
which votes are independent and uniformly distributed among all 
the 64 grid origins.

Votes are correlated within a distance of 8 pixels, and 
uncorrelated for pixels at distance larger than 8.

Noise Vote map

H0
<latexit sha1_base64="6y9kTZBn4XKXtbuKjEWcbrT/SnU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpeOmxov2ANpTNdtIu3WzC7kYooT/BiwdFvPqLvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5aKYJ+hEdSR5yRo2VHhoDd1CuuFV3AbJOvJxUIEdzUP7qD2OWRigNE1Trnucmxs+oMpwJnJX6qcaEsgkdYc9SSSPUfrY4dUYurDIkYaxsSUMW6u+JjEZaT6PAdkbUjPWqNxf/83qpCW/8jMskNSjZclGYCmJiMv+bDLlCZsTUEsoUt7cSNqaKMmPTKdkQvNWX10n7quq5Ve/+ulK/zeMowhmcwyV4UIM6NKAJLWAwgmd4hTdHOC/Ou/OxbC04+cwp/IHz+QO/yY1r</latexit><latexit sha1_base64="6y9kTZBn4XKXtbuKjEWcbrT/SnU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpeOmxov2ANpTNdtIu3WzC7kYooT/BiwdFvPqLvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5aKYJ+hEdSR5yRo2VHhoDd1CuuFV3AbJOvJxUIEdzUP7qD2OWRigNE1Trnucmxs+oMpwJnJX6qcaEsgkdYc9SSSPUfrY4dUYurDIkYaxsSUMW6u+JjEZaT6PAdkbUjPWqNxf/83qpCW/8jMskNSjZclGYCmJiMv+bDLlCZsTUEsoUt7cSNqaKMmPTKdkQvNWX10n7quq5Ve/+ulK/zeMowhmcwyV4UIM6NKAJLWAwgmd4hTdHOC/Ou/OxbC04+cwp/IHz+QO/yY1r</latexit><latexit sha1_base64="6y9kTZBn4XKXtbuKjEWcbrT/SnU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpeOmxov2ANpTNdtIu3WzC7kYooT/BiwdFvPqLvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5aKYJ+hEdSR5yRo2VHhoDd1CuuFV3AbJOvJxUIEdzUP7qD2OWRigNE1Trnucmxs+oMpwJnJX6qcaEsgkdYc9SSSPUfrY4dUYurDIkYaxsSUMW6u+JjEZaT6PAdkbUjPWqNxf/83qpCW/8jMskNSjZclGYCmJiMv+bDLlCZsTUEsoUt7cSNqaKMmPTKdkQvNWX10n7quq5Ve/+ulK/zeMowhmcwyV4UIM6NKAJLWAwgmd4hTdHOC/Ou/OxbC04+cwp/IHz+QO/yY1r</latexit><latexit sha1_base64="6y9kTZBn4XKXtbuKjEWcbrT/SnU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpeOmxov2ANpTNdtIu3WzC7kYooT/BiwdFvPqLvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5aKYJ+hEdSR5yRo2VHhoDd1CuuFV3AbJOvJxUIEdzUP7qD2OWRigNE1Trnucmxs+oMpwJnJX6qcaEsgkdYc9SSSPUfrY4dUYurDIkYaxsSUMW6u+JjEZaT6PAdkbUjPWqNxf/83qpCW/8jMskNSjZclGYCmJiMv+bDLlCZsTUEsoUt7cSNqaKMmPTKdkQvNWX10n7quq5Ve/+ulK/zeMowhmcwyV4UIM6NKAJLWAwgmd4hTdHOC/Ou/OxbC04+cwp/IHz+QO/yY1r</latexit>



Given a window w, k votes are counted for a candidate grid origin among n votes. Under Ho, votes for the grid g become a Bernoulli 
random variable K with probability p = 1/64 . 

Following the a contrario methodology, the multiplicity of tests Nt  is taken into account, where                                        .

Then, the Number of False Alarms (NFA) is defined a

A JPEG grid is detected when    NFA <  . 

A contrario validation

K
<latexit sha1_base64="JcKYW2oyX2XdRRp5bGTBddAXqSs=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvAheWrAf0Iay2U7atZtN2N0IJfQXePGgiFd/kjf/jds2B219MPB4b4aZeUEiuDau++0U1tY3NreK26Wd3b39g/LhUUvHqWLYZLGIVSegGgWX2DTcCOwkCmkUCGwH49uZ335CpXksH8wkQT+iQ8lDzqixUuO+X664VXcOskq8nFQgR71f/uoNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nj90Ss6sMiBhrGxJQ+bq74mMRlpPosB2RtSM9LI3E//zuqkJr/2MyyQ1KNliUZgKYmIy+5oMuEJmxMQSyhS3txI2oooyY7Mp2RC85ZdXSeui6rlVr3FZqd3kcRThBE7hHDy4ghrcQR2awADhGV7hzXl0Xpx352PRWnDymWP4A+fzB6DRjMs=</latexit><latexit sha1_base64="JcKYW2oyX2XdRRp5bGTBddAXqSs=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvAheWrAf0Iay2U7atZtN2N0IJfQXePGgiFd/kjf/jds2B219MPB4b4aZeUEiuDau++0U1tY3NreK26Wd3b39g/LhUUvHqWLYZLGIVSegGgWX2DTcCOwkCmkUCGwH49uZ335CpXksH8wkQT+iQ8lDzqixUuO+X664VXcOskq8nFQgR71f/uoNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nj90Ss6sMiBhrGxJQ+bq74mMRlpPosB2RtSM9LI3E//zuqkJr/2MyyQ1KNliUZgKYmIy+5oMuEJmxMQSyhS3txI2oooyY7Mp2RC85ZdXSeui6rlVr3FZqd3kcRThBE7hHDy4ghrcQR2awADhGV7hzXl0Xpx352PRWnDymWP4A+fzB6DRjMs=</latexit><latexit sha1_base64="JcKYW2oyX2XdRRp5bGTBddAXqSs=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvAheWrAf0Iay2U7atZtN2N0IJfQXePGgiFd/kjf/jds2B219MPB4b4aZeUEiuDau++0U1tY3NreK26Wd3b39g/LhUUvHqWLYZLGIVSegGgWX2DTcCOwkCmkUCGwH49uZ335CpXksH8wkQT+iQ8lDzqixUuO+X664VXcOskq8nFQgR71f/uoNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nj90Ss6sMiBhrGxJQ+bq74mMRlpPosB2RtSM9LI3E//zuqkJr/2MyyQ1KNliUZgKYmIy+5oMuEJmxMQSyhS3txI2oooyY7Mp2RC85ZdXSeui6rlVr3FZqd3kcRThBE7hHDy4ghrcQR2awADhGV7hzXl0Xpx352PRWnDymWP4A+fzB6DRjMs=</latexit><latexit sha1_base64="JcKYW2oyX2XdRRp5bGTBddAXqSs=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvAheWrAf0Iay2U7atZtN2N0IJfQXePGgiFd/kjf/jds2B219MPB4b4aZeUEiuDau++0U1tY3NreK26Wd3b39g/LhUUvHqWLYZLGIVSegGgWX2DTcCOwkCmkUCGwH49uZ335CpXksH8wkQT+iQ8lDzqixUuO+X664VXcOskq8nFQgR71f/uoNYpZGKA0TVOuu5ybGz6gynAmclnqpxoSyMR1i11JJI9R+Nj90Ss6sMiBhrGxJQ+bq74mMRlpPosB2RtSM9LI3E//zuqkJr/2MyyQ1KNliUZgKYmIy+5oMuEJmxMQSyhS3txI2oooyY7Mp2RC85ZdXSeui6rlVr3FZqd3kcRThBE7hHDy4ghrcQR2awADhGV7hzXl0Xpx352PRWnDymWP4A+fzB6DRjMs=</latexit>

k
<latexit sha1_base64="zJbAczDVkTYeSrIrm0OtKI6fR+c=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpePHYgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5YKYJ+hEdSR5yRo2VmpNBueJW3QXIOvFyUoEcjUH5qz+MWRqhNExQrXuemxg/o8pwJnBW6qcaE8omdIQ9SyWNUPvZ4tAZubDKkISxsiUNWai/JzIaaT2NAtsZUTPWq95c/M/rpSa88TMuk9SgZMtFYSqIicn8azLkCpkRU0soU9zeStiYKsqMzaZkQ/BWX14n7auq51a95nWlfpvHUYQzOIdL8KAGdbiHBrSAAcIzvMKb8+i8OO/Ox7K14OQzp/AHzucP0VGM6w==</latexit><latexit sha1_base64="zJbAczDVkTYeSrIrm0OtKI6fR+c=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpePHYgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5YKYJ+hEdSR5yRo2VmpNBueJW3QXIOvFyUoEcjUH5qz+MWRqhNExQrXuemxg/o8pwJnBW6qcaE8omdIQ9SyWNUPvZ4tAZubDKkISxsiUNWai/JzIaaT2NAtsZUTPWq95c/M/rpSa88TMuk9SgZMtFYSqIicn8azLkCpkRU0soU9zeStiYKsqMzaZkQ/BWX14n7auq51a95nWlfpvHUYQzOIdL8KAGdbiHBrSAAcIzvMKb8+i8OO/Ox7K14OQzp/AHzucP0VGM6w==</latexit><latexit sha1_base64="zJbAczDVkTYeSrIrm0OtKI6fR+c=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpePHYgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5YKYJ+hEdSR5yRo2VmpNBueJW3QXIOvFyUoEcjUH5qz+MWRqhNExQrXuemxg/o8pwJnBW6qcaE8omdIQ9SyWNUPvZ4tAZubDKkISxsiUNWai/JzIaaT2NAtsZUTPWq95c/M/rpSa88TMuk9SgZMtFYSqIicn8azLkCpkRU0soU9zeStiYKsqMzaZkQ/BWX14n7auq51a95nWlfpvHUYQzOIdL8KAGdbiHBrSAAcIzvMKb8+i8OO/Ox7K14OQzp/AHzucP0VGM6w==</latexit><latexit sha1_base64="zJbAczDVkTYeSrIrm0OtKI6fR+c=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpePHYgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5YKYJ+hEdSR5yRo2VmpNBueJW3QXIOvFyUoEcjUH5qz+MWRqhNExQrXuemxg/o8pwJnBW6qcaE8omdIQ9SyWNUPvZ4tAZubDKkISxsiUNWai/JzIaaT2NAtsZUTPWq95c/M/rpSa88TMuk9SgZMtFYSqIicn8azLkCpkRU0soU9zeStiYKsqMzaZkQ/BWX14n7auq51a95nWlfpvHUYQzOIdL8KAGdbiHBrSAAcIzvMKb8+i8OO/Ox7K14OQzp/AHzucP0VGM6w==</latexit>

n
<latexit sha1_base64="HneAKBMUhPVDjczhssiSy6qQYAE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpePHYgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5YKYJ+hEdSR5yRo2VmnJQrrhVdwGyTrycVCBHY1D+6g9jlkYoDRNU657nJsbPqDKcCZyV+qnGhLIJHWHPUkkj1H62OHRGLqwyJGGsbElDFurviYxGWk+jwHZG1Iz1qjcX//N6qQlv/IzLJDUo2XJRmApiYjL/mgy5QmbE1BLKFLe3EjamijJjsynZELzVl9dJ+6rquVWveV2p3+ZxFOEMzuESPKhBHe6hAS1ggPAMr/DmPDovzrvzsWwtOPnMKfyB8/kD1d2M7g==</latexit><latexit sha1_base64="HneAKBMUhPVDjczhssiSy6qQYAE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpePHYgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5YKYJ+hEdSR5yRo2VmnJQrrhVdwGyTrycVCBHY1D+6g9jlkYoDRNU657nJsbPqDKcCZyV+qnGhLIJHWHPUkkj1H62OHRGLqwyJGGsbElDFurviYxGWk+jwHZG1Iz1qjcX//N6qQlv/IzLJDUo2XJRmApiYjL/mgy5QmbE1BLKFLe3EjamijJjsynZELzVl9dJ+6rquVWveV2p3+ZxFOEMzuESPKhBHe6hAS1ggPAMr/DmPDovzrvzsWwtOPnMKfyB8/kD1d2M7g==</latexit><latexit sha1_base64="HneAKBMUhPVDjczhssiSy6qQYAE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpePHYgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5YKYJ+hEdSR5yRo2VmnJQrrhVdwGyTrycVCBHY1D+6g9jlkYoDRNU657nJsbPqDKcCZyV+qnGhLIJHWHPUkkj1H62OHRGLqwyJGGsbElDFurviYxGWk+jwHZG1Iz1qjcX//N6qQlv/IzLJDUo2XJRmApiYjL/mgy5QmbE1BLKFLe3EjamijJjsynZELzVl9dJ+6rquVWveV2p3+ZxFOEMzuESPKhBHe6hAS1ggPAMr/DmPDovzrvzsWwtOPnMKfyB8/kD1d2M7g==</latexit><latexit sha1_base64="HneAKBMUhPVDjczhssiSy6qQYAE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpePHYgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5YKYJ+hEdSR5yRo2VmnJQrrhVdwGyTrycVCBHY1D+6g9jlkYoDRNU657nJsbPqDKcCZyV+qnGhLIJHWHPUkkj1H62OHRGLqwyJGGsbElDFurviYxGWk+jwHZG1Iz1qjcX//N6qQlv/IzLJDUo2XJRmApiYjL/mgy5QmbE1BLKFLe3EjamijJjsynZELzVl9dJ+6rquVWveV2p3+ZxFOEMzuESPKhBHe6hAS1ggPAMr/DmPDovzrvzsWwtOPnMKfyB8/kD1d2M7g==</latexit>

w
<latexit sha1_base64="Gme7O1v+gHUBfiH0RI+oz4+6sq8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvHhswX5AG8pmO2nXbjZhd6OU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++xGV5rG8N5ME/YgOJQ85o8ZKjad+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrYuq51a9xmWldpPHUYQTOIVz8OAKanAHdWgCA4RneIU358F5cd6dj0VrwclnjuEPnM8f44GM9w==</latexit><latexit sha1_base64="Gme7O1v+gHUBfiH0RI+oz4+6sq8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvHhswX5AG8pmO2nXbjZhd6OU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++xGV5rG8N5ME/YgOJQ85o8ZKjad+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrYuq51a9xmWldpPHUYQTOIVz8OAKanAHdWgCA4RneIU358F5cd6dj0VrwclnjuEPnM8f44GM9w==</latexit><latexit sha1_base64="Gme7O1v+gHUBfiH0RI+oz4+6sq8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvHhswX5AG8pmO2nXbjZhd6OU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++xGV5rG8N5ME/YgOJQ85o8ZKjad+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrYuq51a9xmWldpPHUYQTOIVz8OAKanAHdWgCA4RneIU358F5cd6dj0VrwclnjuEPnM8f44GM9w==</latexit><latexit sha1_base64="Gme7O1v+gHUBfiH0RI+oz4+6sq8=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvHhswX5AG8pmO2nXbjZhd6OU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29/YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2d++xGV5rG8N5ME/YgOJQ85o8ZKjad+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiIKsqMzaZkQ/CWX14lrYuq51a9xmWldpPHUYQTOIVz8OAKanAHdWgCA4RneIU358F5cd6dj0VrwclnjuEPnM8f44GM9w==</latexit>

NFA(g, w) = NTP (K � k)
<latexit sha1_base64="pH3LfDR24A2B4sc30/nJhGCtm6g=">AAACCXicbVDLSgNBEJz1bXytevQyGIQIEnZF0IuiCCIIIUJiAtkQZiedZMjsw5leNSy5evFXvHhQxKt/4M2/cRJz0GhBQ1HVTXeXH0uh0XE+rYnJqemZ2bn5zMLi0vKKvbp2paNEcSjzSEaq6jMNUoRQRoESqrECFvgSKn73dOBXbkBpEYUl7MVQD1g7FC3BGRqpYVMP4Q7TwtlJP9feud2mh7TQKNFi7sJrwzXtbjfsrJN3hqB/iTsiWTJCsWF/eM2IJwGEyCXTuuY6MdZTplBwCf2Ml2iIGe+yNtQMDVkAup4OP+nTLaM0aStSpkKkQ/XnRMoCrXuBbzoDhh097g3E/7xagq2DeirCOEEI+feiViIpRnQQC20KBRxlzxDGlTC3Ut5hinE04WVMCO74y3/J1W7edfLu5V72+GgUxxzZIJskR1yyT47JOSmSMuHknjySZ/JiPVhP1qv19t06YY1m1skvWO9f5JuX3g==</latexit><latexit sha1_base64="pH3LfDR24A2B4sc30/nJhGCtm6g=">AAACCXicbVDLSgNBEJz1bXytevQyGIQIEnZF0IuiCCIIIUJiAtkQZiedZMjsw5leNSy5evFXvHhQxKt/4M2/cRJz0GhBQ1HVTXeXH0uh0XE+rYnJqemZ2bn5zMLi0vKKvbp2paNEcSjzSEaq6jMNUoRQRoESqrECFvgSKn73dOBXbkBpEYUl7MVQD1g7FC3BGRqpYVMP4Q7TwtlJP9feud2mh7TQKNFi7sJrwzXtbjfsrJN3hqB/iTsiWTJCsWF/eM2IJwGEyCXTuuY6MdZTplBwCf2Ml2iIGe+yNtQMDVkAup4OP+nTLaM0aStSpkKkQ/XnRMoCrXuBbzoDhh097g3E/7xagq2DeirCOEEI+feiViIpRnQQC20KBRxlzxDGlTC3Ut5hinE04WVMCO74y3/J1W7edfLu5V72+GgUxxzZIJskR1yyT47JOSmSMuHknjySZ/JiPVhP1qv19t06YY1m1skvWO9f5JuX3g==</latexit><latexit sha1_base64="pH3LfDR24A2B4sc30/nJhGCtm6g=">AAACCXicbVDLSgNBEJz1bXytevQyGIQIEnZF0IuiCCIIIUJiAtkQZiedZMjsw5leNSy5evFXvHhQxKt/4M2/cRJz0GhBQ1HVTXeXH0uh0XE+rYnJqemZ2bn5zMLi0vKKvbp2paNEcSjzSEaq6jMNUoRQRoESqrECFvgSKn73dOBXbkBpEYUl7MVQD1g7FC3BGRqpYVMP4Q7TwtlJP9feud2mh7TQKNFi7sJrwzXtbjfsrJN3hqB/iTsiWTJCsWF/eM2IJwGEyCXTuuY6MdZTplBwCf2Ml2iIGe+yNtQMDVkAup4OP+nTLaM0aStSpkKkQ/XnRMoCrXuBbzoDhh097g3E/7xagq2DeirCOEEI+feiViIpRnQQC20KBRxlzxDGlTC3Ut5hinE04WVMCO74y3/J1W7edfLu5V72+GgUxxzZIJskR1yyT47JOSmSMuHknjySZ/JiPVhP1qv19t06YY1m1skvWO9f5JuX3g==</latexit><latexit sha1_base64="pH3LfDR24A2B4sc30/nJhGCtm6g=">AAACCXicbVDLSgNBEJz1bXytevQyGIQIEnZF0IuiCCIIIUJiAtkQZiedZMjsw5leNSy5evFXvHhQxKt/4M2/cRJz0GhBQ1HVTXeXH0uh0XE+rYnJqemZ2bn5zMLi0vKKvbp2paNEcSjzSEaq6jMNUoRQRoESqrECFvgSKn73dOBXbkBpEYUl7MVQD1g7FC3BGRqpYVMP4Q7TwtlJP9feud2mh7TQKNFi7sJrwzXtbjfsrJN3hqB/iTsiWTJCsWF/eM2IJwGEyCXTuuY6MdZTplBwCf2Ml2iIGe+yNtQMDVkAup4OP+nTLaM0aStSpkKkQ/XnRMoCrXuBbzoDhh097g3E/7xagq2DeirCOEEI+feiViIpRnQQC20KBRxlzxDGlTC3Ut5hinE04WVMCO74y3/J1W7edfLu5V72+GgUxxzZIJskR1yyT47JOSmSMuHknjySZ/JiPVhP1qv19t06YY1m1skvWO9f5JuX3g==</latexit>

NFA
<latexit sha1_base64="Bq9r87bb0gRnGuOjDeQDq2vUUqQ=">AAAB8XicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoCeJCOJJIpgHJkuYnfQmQ2Znl5leMSz5Cy8eFPHq33jzb5w8DppY0FBUddPdFSRSGHTdbye3tLyyupZfL2xsbm3vFHf36iZONYcaj2WsmwEzIIWCGgqU0Ew0sCiQ0AgGV2O/8QjaiFjd4zABP2I9JULBGVrpoY3whNnt9eWoUyy5ZXcCuki8GSmRGaqd4le7G/M0AoVcMmNanpugnzGNgksYFdqpgYTxAetBy1LFIjB+Nrl4RI+s0qVhrG0ppBP190TGImOGUWA7I4Z9M++Nxf+8VorhuZ8JlaQIik8XhamkGNPx+7QrNHCUQ0sY18LeSnmfacbRhlSwIXjzLy+S+knZc8ve3WmpcjGLI08OyCE5Jh45IxVyQ6qkRjhR5Jm8kjfHOC/Ou/Mxbc05s5l98gfO5w+C6JDI</latexit><latexit sha1_base64="Bq9r87bb0gRnGuOjDeQDq2vUUqQ=">AAAB8XicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoCeJCOJJIpgHJkuYnfQmQ2Znl5leMSz5Cy8eFPHq33jzb5w8DppY0FBUddPdFSRSGHTdbye3tLyyupZfL2xsbm3vFHf36iZONYcaj2WsmwEzIIWCGgqU0Ew0sCiQ0AgGV2O/8QjaiFjd4zABP2I9JULBGVrpoY3whNnt9eWoUyy5ZXcCuki8GSmRGaqd4le7G/M0AoVcMmNanpugnzGNgksYFdqpgYTxAetBy1LFIjB+Nrl4RI+s0qVhrG0ppBP190TGImOGUWA7I4Z9M++Nxf+8VorhuZ8JlaQIik8XhamkGNPx+7QrNHCUQ0sY18LeSnmfacbRhlSwIXjzLy+S+knZc8ve3WmpcjGLI08OyCE5Jh45IxVyQ6qkRjhR5Jm8kjfHOC/Ou/Mxbc05s5l98gfO5w+C6JDI</latexit><latexit sha1_base64="Bq9r87bb0gRnGuOjDeQDq2vUUqQ=">AAAB8XicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoCeJCOJJIpgHJkuYnfQmQ2Znl5leMSz5Cy8eFPHq33jzb5w8DppY0FBUddPdFSRSGHTdbye3tLyyupZfL2xsbm3vFHf36iZONYcaj2WsmwEzIIWCGgqU0Ew0sCiQ0AgGV2O/8QjaiFjd4zABP2I9JULBGVrpoY3whNnt9eWoUyy5ZXcCuki8GSmRGaqd4le7G/M0AoVcMmNanpugnzGNgksYFdqpgYTxAetBy1LFIjB+Nrl4RI+s0qVhrG0ppBP190TGImOGUWA7I4Z9M++Nxf+8VorhuZ8JlaQIik8XhamkGNPx+7QrNHCUQ0sY18LeSnmfacbRhlSwIXjzLy+S+knZc8ve3WmpcjGLI08OyCE5Jh45IxVyQ6qkRjhR5Jm8kjfHOC/Ou/Mxbc05s5l98gfO5w+C6JDI</latexit><latexit sha1_base64="Bq9r87bb0gRnGuOjDeQDq2vUUqQ=">AAAB8XicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoCeJCOJJIpgHJkuYnfQmQ2Znl5leMSz5Cy8eFPHq33jzb5w8DppY0FBUddPdFSRSGHTdbye3tLyyupZfL2xsbm3vFHf36iZONYcaj2WsmwEzIIWCGgqU0Ew0sCiQ0AgGV2O/8QjaiFjd4zABP2I9JULBGVrpoY3whNnt9eWoUyy5ZXcCuki8GSmRGaqd4le7G/M0AoVcMmNanpugnzGNgksYFdqpgYTxAetBy1LFIjB+Nrl4RI+s0qVhrG0ppBP190TGImOGUWA7I4Z9M++Nxf+8VorhuZ8JlaQIik8XhamkGNPx+7QrNHCUQ0sY18LeSnmfacbRhlSwIXjzLy+S+knZc8ve3WmpcjGLI08OyCE5Jh45IxVyQ6qkRjhR5Jm8kjfHOC/Ou/Mxbc05s5l98gfO5w+C6JDI</latexit>

P (K � k) = B(n, k, p) =
nX

j=k

✓
n

j

◆
pj(1� p)n�j

<latexit sha1_base64="44uCbmAIJIsBADpKQFPwgaoSLuU="></latexit><latexit sha1_base64="44uCbmAIJIsBADpKQFPwgaoSLuU="></latexit><latexit sha1_base64="44uCbmAIJIsBADpKQFPwgaoSLuU="></latexit><latexit sha1_base64="44uCbmAIJIsBADpKQFPwgaoSLuU="></latexit>

H0
<latexit sha1_base64="6y9kTZBn4XKXtbuKjEWcbrT/SnU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpeOmxov2ANpTNdtIu3WzC7kYooT/BiwdFvPqLvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5aKYJ+hEdSR5yRo2VHhoDd1CuuFV3AbJOvJxUIEdzUP7qD2OWRigNE1Trnucmxs+oMpwJnJX6qcaEsgkdYc9SSSPUfrY4dUYurDIkYaxsSUMW6u+JjEZaT6PAdkbUjPWqNxf/83qpCW/8jMskNSjZclGYCmJiMv+bDLlCZsTUEsoUt7cSNqaKMmPTKdkQvNWX10n7quq5Ve/+ulK/zeMowhmcwyV4UIM6NKAJLWAwgmd4hTdHOC/Ou/OxbC04+cwp/IHz+QO/yY1r</latexit><latexit sha1_base64="6y9kTZBn4XKXtbuKjEWcbrT/SnU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpeOmxov2ANpTNdtIu3WzC7kYooT/BiwdFvPqLvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5aKYJ+hEdSR5yRo2VHhoDd1CuuFV3AbJOvJxUIEdzUP7qD2OWRigNE1Trnucmxs+oMpwJnJX6qcaEsgkdYc9SSSPUfrY4dUYurDIkYaxsSUMW6u+JjEZaT6PAdkbUjPWqNxf/83qpCW/8jMskNSjZclGYCmJiMv+bDLlCZsTUEsoUt7cSNqaKMmPTKdkQvNWX10n7quq5Ve/+ulK/zeMowhmcwyV4UIM6NKAJLWAwgmd4hTdHOC/Ou/OxbC04+cwp/IHz+QO/yY1r</latexit><latexit sha1_base64="6y9kTZBn4XKXtbuKjEWcbrT/SnU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpeOmxov2ANpTNdtIu3WzC7kYooT/BiwdFvPqLvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5aKYJ+hEdSR5yRo2VHhoDd1CuuFV3AbJOvJxUIEdzUP7qD2OWRigNE1Trnucmxs+oMpwJnJX6qcaEsgkdYc9SSSPUfrY4dUYurDIkYaxsSUMW6u+JjEZaT6PAdkbUjPWqNxf/83qpCW/8jMskNSjZclGYCmJiMv+bDLlCZsTUEsoUt7cSNqaKMmPTKdkQvNWX10n7quq5Ve/+ulK/zeMowhmcwyV4UIM6NKAJLWAwgmd4hTdHOC/Ou/OxbC04+cwp/IHz+QO/yY1r</latexit><latexit sha1_base64="6y9kTZBn4XKXtbuKjEWcbrT/SnU=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpeOmxov2ANpTNdtIu3WzC7kYooT/BiwdFvPqLvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5aKYJ+hEdSR5yRo2VHhoDd1CuuFV3AbJOvJxUIEdzUP7qD2OWRigNE1Trnucmxs+oMpwJnJX6qcaEsgkdYc9SSSPUfrY4dUYurDIkYaxsSUMW6u+JjEZaT6PAdkbUjPWqNxf/83qpCW/8jMskNSjZclGYCmJiMv+bDLlCZsTUEsoUt7cSNqaKMmPTKdkQvNWX10n7quq5Ve/+ulK/zeMowhmcwyV4UIM6NKAJLWAwgmd4hTdHOC/Ou/OxbC04+cwp/IHz+QO/yY1r</latexit>

g
<latexit sha1_base64="yDDe9NyAOuQPpzxMvS3uEK1dwzE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpePHYgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5YKYJ+hEdSR5yRo2VmqNBueJW3QXIOvFyUoEcjUH5qz+MWRqhNExQrXuemxg/o8pwJnBW6qcaE8omdIQ9SyWNUPvZ4tAZubDKkISxsiUNWai/JzIaaT2NAtsZUTPWq95c/M/rpSa88TMuk9SgZMtFYSqIicn8azLkCpkRU0soU9zeStiYKsqMzaZkQ/BWX14n7auq51a95nWlfpvHUYQzOIdL8KAGdbiHBrSAAcIzvMKb8+i8OO/Ox7K14OQzp/AHzucPy0GM5w==</latexit><latexit sha1_base64="yDDe9NyAOuQPpzxMvS3uEK1dwzE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpePHYgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5YKYJ+hEdSR5yRo2VmqNBueJW3QXIOvFyUoEcjUH5qz+MWRqhNExQrXuemxg/o8pwJnBW6qcaE8omdIQ9SyWNUPvZ4tAZubDKkISxsiUNWai/JzIaaT2NAtsZUTPWq95c/M/rpSa88TMuk9SgZMtFYSqIicn8azLkCpkRU0soU9zeStiYKsqMzaZkQ/BWX14n7auq51a95nWlfpvHUYQzOIdL8KAGdbiHBrSAAcIzvMKb8+i8OO/Ox7K14OQzp/AHzucPy0GM5w==</latexit><latexit sha1_base64="yDDe9NyAOuQPpzxMvS3uEK1dwzE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpePHYgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5YKYJ+hEdSR5yRo2VmqNBueJW3QXIOvFyUoEcjUH5qz+MWRqhNExQrXuemxg/o8pwJnBW6qcaE8omdIQ9SyWNUPvZ4tAZubDKkISxsiUNWai/JzIaaT2NAtsZUTPWq95c/M/rpSa88TMuk9SgZMtFYSqIicn8azLkCpkRU0soU9zeStiYKsqMzaZkQ/BWX14n7auq51a95nWlfpvHUYQzOIdL8KAGdbiHBrSAAcIzvMKb8+i8OO/Ox7K14OQzp/AHzucPy0GM5w==</latexit><latexit sha1_base64="yDDe9NyAOuQPpzxMvS3uEK1dwzE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqCcpePHYgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjEluFGYDdRSKNAYCeY3M39zhMqzWP5YKYJ+hEdSR5yRo2VmqNBueJW3QXIOvFyUoEcjUH5qz+MWRqhNExQrXuemxg/o8pwJnBW6qcaE8omdIQ9SyWNUPvZ4tAZubDKkISxsiUNWai/JzIaaT2NAtsZUTPWq95c/M/rpSa88TMuk9SgZMtFYSqIicn8azLkCpkRU0soU9zeStiYKsqMzaZkQ/BWX14n7auq51a95nWlfpvHUYQzOIdL8KAGdbiHBrSAAcIzvMKb8+i8OO/Ox7K14OQzp/AHzucPy0GM5w==</latexit>

p = 1/64
<latexit sha1_base64="88+DUHMFISSsylz+3DrCMubd26o=">AAAB73icbVDLSgNBEOyNrxhfUY9eBoPgKe5KUC9KwIvHCOYByRJmJ51kyOzsOjMrhCU/4cWDIl79HW/+jZNkD5pY0FBUddPdFcSCa+O6305uZXVtfSO/Wdja3tndK+4fNHSUKIZ1FolItQKqUXCJdcONwFaskIaBwGYwup36zSdUmkfywYxj9EM6kLzPGTVWasXkmnhnF5VuseSW3RnIMvEyUoIMtW7xq9OLWBKiNExQrdueGxs/pcpwJnBS6CQaY8pGdIBtSyUNUfvp7N4JObFKj/QjZUsaMlN/T6Q01HocBrYzpGaoF72p+J/XTkz/yk+5jBODks0X9RNBTESmz5MeV8iMGFtCmeL2VsKGVFFmbEQFG4K3+PIyaZyXPbfs3VdK1ZssjjwcwTGcggeXUIU7qEEdGAh4hld4cx6dF+fd+Zi35pxs5hD+wPn8AdG8jn0=</latexit><latexit sha1_base64="88+DUHMFISSsylz+3DrCMubd26o=">AAAB73icbVDLSgNBEOyNrxhfUY9eBoPgKe5KUC9KwIvHCOYByRJmJ51kyOzsOjMrhCU/4cWDIl79HW/+jZNkD5pY0FBUddPdFcSCa+O6305uZXVtfSO/Wdja3tndK+4fNHSUKIZ1FolItQKqUXCJdcONwFaskIaBwGYwup36zSdUmkfywYxj9EM6kLzPGTVWasXkmnhnF5VuseSW3RnIMvEyUoIMtW7xq9OLWBKiNExQrdueGxs/pcpwJnBS6CQaY8pGdIBtSyUNUfvp7N4JObFKj/QjZUsaMlN/T6Q01HocBrYzpGaoF72p+J/XTkz/yk+5jBODks0X9RNBTESmz5MeV8iMGFtCmeL2VsKGVFFmbEQFG4K3+PIyaZyXPbfs3VdK1ZssjjwcwTGcggeXUIU7qEEdGAh4hld4cx6dF+fd+Zi35pxs5hD+wPn8AdG8jn0=</latexit><latexit sha1_base64="88+DUHMFISSsylz+3DrCMubd26o=">AAAB73icbVDLSgNBEOyNrxhfUY9eBoPgKe5KUC9KwIvHCOYByRJmJ51kyOzsOjMrhCU/4cWDIl79HW/+jZNkD5pY0FBUddPdFcSCa+O6305uZXVtfSO/Wdja3tndK+4fNHSUKIZ1FolItQKqUXCJdcONwFaskIaBwGYwup36zSdUmkfywYxj9EM6kLzPGTVWasXkmnhnF5VuseSW3RnIMvEyUoIMtW7xq9OLWBKiNExQrdueGxs/pcpwJnBS6CQaY8pGdIBtSyUNUfvp7N4JObFKj/QjZUsaMlN/T6Q01HocBrYzpGaoF72p+J/XTkz/yk+5jBODks0X9RNBTESmz5MeV8iMGFtCmeL2VsKGVFFmbEQFG4K3+PIyaZyXPbfs3VdK1ZssjjwcwTGcggeXUIU7qEEdGAh4hld4cx6dF+fd+Zi35pxs5hD+wPn8AdG8jn0=</latexit><latexit sha1_base64="88+DUHMFISSsylz+3DrCMubd26o=">AAAB73icbVDLSgNBEOyNrxhfUY9eBoPgKe5KUC9KwIvHCOYByRJmJ51kyOzsOjMrhCU/4cWDIl79HW/+jZNkD5pY0FBUddPdFcSCa+O6305uZXVtfSO/Wdja3tndK+4fNHSUKIZ1FolItQKqUXCJdcONwFaskIaBwGYwup36zSdUmkfywYxj9EM6kLzPGTVWasXkmnhnF5VuseSW3RnIMvEyUoIMtW7xq9OLWBKiNExQrdueGxs/pcpwJnBS6CQaY8pGdIBtSyUNUfvp7N4JObFKj/QjZUsaMlN/T6Q01HocBrYzpGaoF72p+J/XTkz/yk+5jBODks0X9RNBTESmz5MeV8iMGFtCmeL2VsKGVFFmbEQFG4K3+PIyaZyXPbfs3VdK1ZssjjwcwTGcggeXUIU7qEEdGAh4hld4cx6dF+fd+Zi35pxs5hD+wPn8AdG8jn0=</latexit>

NFA < 1
<latexit sha1_base64="igm71LT851OOz02JMnVAVdvMLoY=">AAAB9XicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoAeRiCCeJIJ5QLKG2UlvMmT2wUyvGpb8hxcPinj1X7z5N06SPWhiQUNR1U13lxdLodG2v63cwuLS8kp+tbC2vrG5VdzeqesoURxqPJKRanpMgxQh1FCghGasgAWehIY3uBz7jQdQWkThHQ5jcAPWC4UvOEMj3bcRnjC9uboY0TPqdIolu2xPQOeJk5ESyVDtFL/a3YgnAYTIJdO65dgxuilTKLiEUaGdaIgZH7AetAwNWQDaTSdXj+iBUbrUj5SpEOlE/T2RskDrYeCZzoBhX896Y/E/r5Wgf+qmIowThJBPF/mJpBjRcQS0KxRwlENDGFfC3Ep5nynG0QRVMCE4sy/Pk/pR2bHLzu1xqXKexZEne2SfHBKHnJAKuSZVUiOcKPJMXsmb9Wi9WO/Wx7Q1Z2Uzu+QPrM8fLc6RnQ==</latexit><latexit sha1_base64="igm71LT851OOz02JMnVAVdvMLoY=">AAAB9XicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoAeRiCCeJIJ5QLKG2UlvMmT2wUyvGpb8hxcPinj1X7z5N06SPWhiQUNR1U13lxdLodG2v63cwuLS8kp+tbC2vrG5VdzeqesoURxqPJKRanpMgxQh1FCghGasgAWehIY3uBz7jQdQWkThHQ5jcAPWC4UvOEMj3bcRnjC9uboY0TPqdIolu2xPQOeJk5ESyVDtFL/a3YgnAYTIJdO65dgxuilTKLiEUaGdaIgZH7AetAwNWQDaTSdXj+iBUbrUj5SpEOlE/T2RskDrYeCZzoBhX896Y/E/r5Wgf+qmIowThJBPF/mJpBjRcQS0KxRwlENDGFfC3Ep5nynG0QRVMCE4sy/Pk/pR2bHLzu1xqXKexZEne2SfHBKHnJAKuSZVUiOcKPJMXsmb9Wi9WO/Wx7Q1Z2Uzu+QPrM8fLc6RnQ==</latexit><latexit sha1_base64="igm71LT851OOz02JMnVAVdvMLoY=">AAAB9XicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoAeRiCCeJIJ5QLKG2UlvMmT2wUyvGpb8hxcPinj1X7z5N06SPWhiQUNR1U13lxdLodG2v63cwuLS8kp+tbC2vrG5VdzeqesoURxqPJKRanpMgxQh1FCghGasgAWehIY3uBz7jQdQWkThHQ5jcAPWC4UvOEMj3bcRnjC9uboY0TPqdIolu2xPQOeJk5ESyVDtFL/a3YgnAYTIJdO65dgxuilTKLiEUaGdaIgZH7AetAwNWQDaTSdXj+iBUbrUj5SpEOlE/T2RskDrYeCZzoBhX896Y/E/r5Wgf+qmIowThJBPF/mJpBjRcQS0KxRwlENDGFfC3Ep5nynG0QRVMCE4sy/Pk/pR2bHLzu1xqXKexZEne2SfHBKHnJAKuSZVUiOcKPJMXsmb9Wi9WO/Wx7Q1Z2Uzu+QPrM8fLc6RnQ==</latexit><latexit sha1_base64="igm71LT851OOz02JMnVAVdvMLoY=">AAAB9XicbVDLSgNBEJyNrxhfUY9eBoPgKeyKoAeRiCCeJIJ5QLKG2UlvMmT2wUyvGpb8hxcPinj1X7z5N06SPWhiQUNR1U13lxdLodG2v63cwuLS8kp+tbC2vrG5VdzeqesoURxqPJKRanpMgxQh1FCghGasgAWehIY3uBz7jQdQWkThHQ5jcAPWC4UvOEMj3bcRnjC9uboY0TPqdIolu2xPQOeJk5ESyVDtFL/a3YgnAYTIJdO65dgxuilTKLiEUaGdaIgZH7AetAwNWQDaTSdXj+iBUbrUj5SpEOlE/T2RskDrYeCZzoBhX896Y/E/r5Wgf+qmIowThJBPF/mJpBjRcQS0KxRwlENDGFfC3Ep5nynG0QRVMCE4sy/Pk/pR2bHLzu1xqXKexZEne2SfHBKHnJAKuSZVUiOcKPJMXsmb9Wi9WO/Wx7Q1Z2Uzu+QPrM8fLc6RnQ==</latexit>

NT
<latexit sha1_base64="aXYocWmUhxQKrU0iba9gepK8chs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvHiSiv2CNpTNdtIu3WzC7kYooT/BiwdFvPqLvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewtr6xuVXcLu3s7u0flA+PWjpOFcMmi0WsOgHVKLjEpuFGYCdRSKNAYDsY38789hMqzWPZMJME/YgOJQ85o8ZKj/f9Rr9ccavuHGSVeDmpQI56v/zVG8QsjVAaJqjWXc9NjJ9RZTgTOC31Uo0JZWM6xK6lkkao/Wx+6pScWWVAwljZkobM1d8TGY20nkSB7YyoGellbyb+53VTE177GZdJalCyxaIwFcTEZPY3GXCFzIiJJZQpbm8lbEQVZcamU7IheMsvr5LWRdVzq97DZaV2k8dRhBM4hXPw4ApqcAd1aAKDITzDK7w5wnlx3p2PRWvByWeO4Q+czx//fY2V</latexit><latexit sha1_base64="aXYocWmUhxQKrU0iba9gepK8chs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvHiSiv2CNpTNdtIu3WzC7kYooT/BiwdFvPqLvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewtr6xuVXcLu3s7u0flA+PWjpOFcMmi0WsOgHVKLjEpuFGYCdRSKNAYDsY38789hMqzWPZMJME/YgOJQ85o8ZKj/f9Rr9ccavuHGSVeDmpQI56v/zVG8QsjVAaJqjWXc9NjJ9RZTgTOC31Uo0JZWM6xK6lkkao/Wx+6pScWWVAwljZkobM1d8TGY20nkSB7YyoGellbyb+53VTE177GZdJalCyxaIwFcTEZPY3GXCFzIiJJZQpbm8lbEQVZcamU7IheMsvr5LWRdVzq97DZaV2k8dRhBM4hXPw4ApqcAd1aAKDITzDK7w5wnlx3p2PRWvByWeO4Q+czx//fY2V</latexit><latexit sha1_base64="aXYocWmUhxQKrU0iba9gepK8chs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvHiSiv2CNpTNdtIu3WzC7kYooT/BiwdFvPqLvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewtr6xuVXcLu3s7u0flA+PWjpOFcMmi0WsOgHVKLjEpuFGYCdRSKNAYDsY38789hMqzWPZMJME/YgOJQ85o8ZKj/f9Rr9ccavuHGSVeDmpQI56v/zVG8QsjVAaJqjWXc9NjJ9RZTgTOC31Uo0JZWM6xK6lkkao/Wx+6pScWWVAwljZkobM1d8TGY20nkSB7YyoGellbyb+53VTE177GZdJalCyxaIwFcTEZPY3GXCFzIiJJZQpbm8lbEQVZcamU7IheMsvr5LWRdVzq97DZaV2k8dRhBM4hXPw4ApqcAd1aAKDITzDK7w5wnlx3p2PRWvByWeO4Q+czx//fY2V</latexit><latexit sha1_base64="aXYocWmUhxQKrU0iba9gepK8chs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvHiSiv2CNpTNdtIu3WzC7kYooT/BiwdFvPqLvPlv3LY5aOuDgcd7M8zMCxLBtXHdb6ewtr6xuVXcLu3s7u0flA+PWjpOFcMmi0WsOgHVKLjEpuFGYCdRSKNAYDsY38789hMqzWPZMJME/YgOJQ85o8ZKj/f9Rr9ccavuHGSVeDmpQI56v/zVG8QsjVAaJqjWXc9NjJ9RZTgTOC31Uo0JZWM6xK6lkkao/Wx+6pScWWVAwljZkobM1d8TGY20nkSB7YyoGellbyb+53VTE177GZdJalCyxaIwFcTEZPY3GXCFzIiJJZQpbm8lbEQVZcamU7IheMsvr5LWRdVzq97DZaV2k8dRhBM4hXPw4ApqcAd1aAKDITzDK7w5wnlx3p2PRWvByWeO4Q+czx//fY2V</latexit>

Desolneux, Agnès, Lionel Moisan, and Jean-Michel Morel. From gestalt theory to image analysis: a probabilistic approach. Vol. 34. Springer Science & Business Media, 2007.
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Uncompressed Compressed (Q=50)

Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example.

Compressed (Q=80) Compressed (Q=99)



NO JPEG TRACES 
DETECTED
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Uncompressed Compressed (Q=50) Compressed (Q=80) Compressed (Q=99)

JPEG image with origin (0,0) JPEG image with origin (0,0) JPEG image with origin (0,0)
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How to detect forgeries?
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The impact of forgery on the JPEG grid

Authentic Cropped Shifted Missing

1. Global grid detection

2. Local foreign grid detection

3. Local missing grid detection



Main grid (0,0)
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ZERO: a crop detector
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Main grid (6,6)

ZERO: a crop detector
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Original Forged

Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example.

ZERO: A local foreign grid origin detector
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ZERO: A local foreign grid origin detector
Original Forged

Raw forgery maps
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Original Forged

Final forgery mask

ZERO: A local foreign grid origin detector



71

ZERO: A local missing grid origin detector
Original Forged

Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example.
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ZERO: A local missing grid origin detector
Original Forged

Each color represents a vote. Black corresponds to a non-valid vote, in case of a tie for example or a pixel that already voted.
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Original Forged

Final forgery mask

ZERO: A local missing grid origin detector
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1. Global grid detection and main grid detection

Main grid (0,0) 
JPEG image

Main grid (0,0) 
JPEG image

Main grid (0,0) 
JPEG image
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2. Local foreign grid detection
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3. Local missing grid detection
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ZERO
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Global grid detection
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Global grid detection
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Forged image
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Vote map
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Forgery detection
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Limitations: 1/64

Forged image from FAU dataset Vote map Detection result
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Limitations: uncompressed images

Uncompressed forged image Mask
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Vote map

Limitations: uncompressed images

Uncompressed forged image 
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DCT BLK DQ

Ghost Splicebuster CAGI

ManTraNet Noiseprint Comprint

NO JPEG TRACES 
DETECTED

zero
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How to know what methods aim at detecting?
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Trace database: A new methodology to evaluate, understand and improve forensic tools  

raw image

two different processing pipelines + a mask

forged image
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Complementarity of the methods 

raw image mask

Noise level CFA grid CFA algorithm JPEG grid JPEG quality Hybrid

Splicebuster

Bammey

ZERO

Noiseprint

ManTraNet

Self-Consistency
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Complementarity of the methods 

Forged image from @GuillaumeTC Vote map
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DCT BLK DQ

Ghost Splicebuster CAGI

ManTraNet Noiseprint Comprint

zero
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Complementarity of the methods 

Forged image from @GuillaumeTC Vote map
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DCT BLK DQ

Ghost Splicebuster CAGI

ManTraNet Noiseprint Comprint

Main grid (2,0) 
Global grid (0,0) 

-> JPEG + crop + JPEG

zero
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Complementarity of the methods 



98

Complementarity of the methods 

Forged image from @GuillaumeTC Vote map
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DCT BLK DQ

Ghost Splicebuster CAGI

ManTraNet Noiseprint Comprint

Main grid (0,0) 
JPEG image

zero
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Complementarity of the methods 

Forged image from @GuillaumeTC Vote map
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Complementarity of the methods 

Forged image from @GuillaumeTC Detection result
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DCT BLK DQ

Ghost Splicebuster CAGI

ManTraNet Noiseprint Comprint

zero
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Complementarity of the methods 

Forged image from @GuillaumeTC Vote map
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Complementarity of the methods 

Forged image from @GuillaumeTC Detection result
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DCT BLK DQ

Ghost Splicebuster CAGI

ManTraNet Noiseprint Comprint

zero
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Complementarity of the methods 

Forged image Vote map
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Complementarity of the methods 

Detection resultForged image
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DCT BLK DQ

Ghost Splicebuster CAGI

ManTraNet Noiseprint Comprint

zero
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How to use these tools?
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The InVID-WeVerify plug-in 
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The InVID-WeVerify plug-in 
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The InVID-WeVerify plug-in 
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What about the future of image forgery? 



115

What about the future of image forgery? 
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Contribution of this thesis
• Local JPEG Grid Detection via Blocking Artifacts (GOD) 

Automatic JPEG grid detection with controlled false alarms, and its image forensic applications. T. Nikoukhah, R. Grompone von 
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Future lines of research

• Adapting the existing methods to the chroma channels.


• Making the method Qtable local to create a JPEG QUALITY-based forgery detection algorithm.


• Detecting resampling operations.


• Adding operations/datasets to the Trace database, such as resampling and double compression. 

• New/other compression algorithms for images and video.


• Fake images generated by text-to-image diffusion models!
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Image processing team!
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Local JPEG Grid Detection via Blocking Artifacts (GOD)
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Reliable Quantization Table Estimation (Qtable)
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Simple JPEG Grid Origin Detection (SimpleGOD)
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Local JPEG Grid Detection via the DCT zeros (ZERO)
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Local JPEG Grid Detection via the DCT zeros (ZERO)

Region growing
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Non-Semantic Evaluation of Image Forensic Tools (Trace database)
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